N
£ ¥ = Utrecht University GUEST LECTURE 26-9-2023
NS

Data Analytics in Cloud

——

Dr. Nishant Saurabh



N .
%4 T§ Utrecht University Abo ut me

Current position

Assistant Professor (Software Division)
Information and Computing Sciences
Utrecht University

Research

Cloud, Edge and Quantum computing systems
Distributed Computing and Storage
Performance Management

Teaching

Cloud and Edge computing (coordinator)
Software architecture
Information security

More about my research:
Web: https://www.uu.nl/staff/NSaurabh
Google scholar: https://scholar.google.co.in/citations?user=UI10EQQAAAA]&hl=en
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Agenda for today

Data to Big data landscape

Cloud deployment and service models
Cloud and Big data

Challenges to realising Big data analytics
Take-away message
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What is Data?
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“It's nothi-~
“..we've red
Computing
that we alr
unders
differe
the wc

e lt's a trap’

“It's worse than stupidity: it's
marketing hype. Somebody is
saying this is inevitable—and
whenever you hear that, it's very
likely to be a set of businesses
campaigning to make it true.”

Larry E

Street . Software Foundation (The
Guardian, Sept. 29, 2008) ,

Richard Stallman, Founder, Free

N N e
Aone thinks it issomething else...

Figure taken from Prof. Anthony D. Joseph’s lecture at RWTH Aachen.
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Large Hadron GO gle

=~ Collider generates
40TB data per

' second

Boeing Jet Engine

ceatesors NETFLIX

information every 695,000 hours of
30 minutes content watched
every minute

463 Exabytes of data generation per day
by 2025!!!! (2.5 Exabytes in 2012 ?)
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“640K ought to be enough for anybody.”
- Bill Gates (1981)
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What is Big Data?

Big Data is similar to Small Data, but
Just a bit BIGGERRR!

“Big Data is a term for datasets that are so large or complex that traditional data
processing techniques are inadequate to deal with them. Challenges include analysis,
capture, integration, data curation, search, sharing, storage, transfer, visualization,
querying, updating, securityand privacy”



§L’% Utrecht University Big data characteristics
N
VOLUME

Huge amount of data

VERACITY

Inconsistencies and
uncertaintyin data

Different formats of data
from various sources

VELOCITY

High speed of
accumulation of data

VALUE
Extract useful data

5 Vs ofTBig Data



NS

£02 Utrecht University Big data characteristics

N

VOLUME
Huge amount of data

Inconsistencies and
uncertaintyin data

Different formats of data
from various sources

VELULUI T | \
High speed of | | } E VALUE
3 \ D09 Extract useful data
accumulation of data \

V5:

V5:

V5:

V5:

V5:

V1 for Volume

Rapidly increasing size of data to be processed
More storage capacity, more computation ...

V2 for Variety

Various formats, types and structures,

Text, numerical, images, audio, video ...

Static data v/s streaming data

Extracting knowledge requires all data types to be
linked together

V3 for Velocity

Data is generated fast, hence needs to be processed fast

Even a delay of 10 ns (nano seconds) delay is too much in
some cases

V4 for Veracity

Consistency, accuracy, quality and trustworthiness
Inaccurate data may lead to biased knowledge

V5 for value

Useful data in form of unique insights
Value for decision making as an end goal
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Due to these 5Vs, sometimes
Datais also called Gold Dust in 215t Century

—
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Business process efficiency

Improve quality of life
Transportation
Healthcare
Disaster management
Day to day life activities

Scientific breakthroughs

|
:

Canwe domore?
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How can we process MASSIVE Amount of
DATA?
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What does the tenant want?
An independent house

What can you offer ?
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What does the tenant want?
What can you offer ?

s it affordable ?

s it spacious?

Will | be disturbed by outsiders?

Will energy cost be billed separately?
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What does the tenant want?
Their own Computer

What can you offer and How?

What does the tenant look for?

Is it affordable to rent?

Is there enough CPU/Memory/Disk capacity?
Is network connection efficient enough?

Do | pay for what | use?
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What is Cloud Computing?

NIST Definition of Cloud

A model for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g. networks, servers, storage, applications and services)
that can rapidly provisioned and released with minimal management effort or service provider
interaction.
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What is Cloud Computing?

“Simply put, cloud computingis the delivery of computing services — servers, storage, databases,
networking, software, analytics and more — over the Internet (“the cloud”). Companies offering
these computing services are called cloud providers and typically charge for cloud computing
services based on usage, similar to how you’re billed for gas or electricity at home.”

https://azure.microsoft.com/en-gb/overview/what-is-cloud-computing/


https://azure.microsoft.com/en-gb/overview/what-is-cloud-computing/
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Cloud for ALL

Model for enabling convenient, on-demand network access to a shared pool of
configurable computing resources

Minimal management effort

Network, servers, storage, applications, services rapidly provisioned, and released with
minimal management effort or service provider interactions

VMI VM2

Key enabler l i | ﬂ' ] |
Virtualization orstmg sem | m |

ﬂ- IQU- nﬁ

VMware Virtuvalization Layer i

Hardware
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Seven Characteristic Pillars

Sustainability JEEEEEE Efficiency
Scalability Accessibility

|
! Cloud
----- Computing

Everything-as-a-Service

(Xaas)

“Adoption of Cloud Platforms -
A key to accelerate next
generation Digital
Transformation and
Innovation” Mckinsey Inc,
2020.
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Attributes

Rapid deployment
Low startup costs/capital investment

v
Characteristics Cost based on usage or subscription
On-demand self service Multi-tenant of services/resources

Ubiquitous network access

Features

Internet-based services

Renting IT services on a utility basis

Rapid elasticity
Geo-location independent resource pooling

- Redefining Cloud Computing =

Cloud computing is a compilation of technologies, packaged within a infrastructure
paradigm that offers improved scalability, elasticity, business agility, faster startup
L time, reduced management costs and just-in-time availability of resources. y
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Reduction of Over
supply of Resourc

What makes Cloud Ubiquitous?

—» Resource Demand

Forecast

Actual Resource

N

" Requirement

—pAllocated Resources

Reduction of
Resources in case
of reduced
requirements

On-demand self service

Unilaterally provision computing capabilities
without requiring human interactions

Broad network access

Available over the network
Heterogenous thin or thick client platforms
(mobile phones, laptops)

Resource pooling
Compute resources serve multiple users
Multi-tenant model

Metering capability

Rapid elasticity
Scale out
Scalein
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Public Cloud

Cloud infrastructure available to all, owned by large organisations
responsible for control of data and operations in Cloud
Example: Amazon, Google Cloud

AT
7~ PRIVATE

Private Cloud
Cloud infrastructure for and managed by the organization or a
third party (On-premise, Off-premise)
Example: OpenStack

CORGAMNIZATION SECURITY

Hybrid Cloud
A combination of two or more public and private Clouds federated
& Private T (3 Py blic by standardized protocol

Example: Rackspace Cloud
commuiio * B Community Cloud
o) o ore Cloud infrastructure shared by organisations with similar business
1 ik "

2 ) 4 goals

Example: Salesforce
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Infrastructure-as-a-Service

Provider controlled

Customer controlled
A

< Server HW

(laas)

\

Applications

Runtimes
Security

Databases

———— N -

Servers

Virtualization

——

A\

Storage

o = —

Networking

Provider controlled

A

Cloud delivery models

Platform-as-a-Service
(Paas)

Applications
Runtimes
Security
DETELERES
Servers
Virtualization
Server HW
Storage

Networking

Cloud

Services

Provider controlled

Loss of Control

Software-as-a-Service
(Saas)

\

N

Applications
Runtimes
Security

Databases

\ Servers

Virtualization
Server HW
Storage

Networking

Software-as-a-Service

Platform-as-a-Service

Infrastructure-as-a-Service
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“I think there is a world market for maybe five computers.”
- Thomas Watson, Head of IBM (1943)
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Now that we have massive computing power,
What's next ¢
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NIST Big Data Architecture

INFORMATION VALUE CHAIN

\

SYSTEM ORCHESTRATOR

<2 BIG DATA APPLICATION PROVIDER

. Collection  Curation  Analytics  Visualization ~ Access

Processing: Computing and Analytic

Platforms: Data Organization and Distribution

Resource Management

Infrastuctures: Networking, Computing, Storage

Messaging/Communications

=
<
T
o
1]
=]
z
>
=

\_Managemﬁ nt

\ Security and Privacy

Key

. Big Data Information
- Flow

Software Tools and
Algorithms Transfer
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Big Data-As-A-Service

Outsource Big Data Management and Analytics to Third
parties such as Cloud.
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Big Data-As-A-Service

Big Data Landscape
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Big Data service models

Bl-as-a-Service
Extracting data, data warehousing, interactive front-end
Example: AWS Quicksight, PowerBl

ML-as-a-Service
Predictive analytics, deep learning, visualization services
Example: TensorFlow

Database-as-a-Service

Database management system with fast querying
Example: Amazon DynamoDB

Computing/Storage-as-a-Service
Access to powerful machines and disk for computing and storage
Example: Amazon VMs/Containers, S3 object storage
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Can Data Analytics and Cloud
Computing walk hand in hand ¢
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114 Disk and File
4 . N
1. Time-lagged . . System
cross correlation | Class CausalCloudS gape(metr/c_ data): ,,;o::::::d
_ function def feature_engineering(n_lags): 327 Metrics~ — Management
) v N for lag in range (n_lags): 5@22’;&
2. Recursive return pearsson, kendalltau, spearmanr Hystam — Msc
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Are Cloud-based Big Data Service Models good
enough to tackle future data processing
challenges ¢
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Network The Internet Mobile-Internet Mobiles + People + PCs Internet of Things
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Perera et al. Context-aware Internetof Things: A survey. [EEE communications surveys and
tutorials, 16(1), 414-454.
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Moving beyond Cloud to the Edge

SMART CITY
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- CDC, ) 4 CDC, ) 4 CDC )
Compute eee |Accelerators (e.g.| eecceccecces Memory
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concerns discovering

Big Data pipelines from

various data

sources.

o i

Business Domain Data Scientists

deals with
specifying pipelines featuring

an abstraction level suitable
for pure data processing.

aims to

evaluate the performance
of individual steps to test
and optimize deployments.

Computing Continuum
Infrastructure
Maintainers for

Experts
S SO\ DatsClouR TORIBOK: ... - oo PRI e o vl s e o e
Big Data Pipeli as-a-Service v
Mine/Design Al
’ Configure ML
Simulate .
Deploy P opro»cmlng
Al- drlwn DSL
“‘“‘"9 Blg Data g 0 DEF-PIPE
pr—— QER —y @ II.L Pipeline || ¥ o (Define) ’
Dark Data Definition -~ / Py
@ ois-piee Pipeline Simulator .. © sim-pipe -
{Discover) - b (Simulate)
- L Adnptw.e_res.owce
Flexible and Automated| PreVI%oning
DEP-PIPE @ |" 5l line Deployment ADA-PIPE

Data
Providers

concerned with deployment
of pipelines across the

provisioned resources.

It
{Computing Continuum>»»

> <a Fog & Cloud ® Edge*>

Blockchain-based Resource Marketplace

Untrusted Resources @) R-MARKET (Provision)

is

concerned about securely
provisioning a set of
(trusted and untrusted)

resources.

Big Data Pipelines
(DataOps)

- .m

Data
Consumers

deals
with optimized run-time
provisioning of
computational resources.
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(- Will the sensitive data stored on a cloud remain confidential? }

' N & Will Cloud compromise or leak confidential data?
Confidentiality
(- Is Cloud provider doing the computations correctly? }
» : : : R
Integrity L Is Cloud provider storing the data without tampering it:
(- What is a Cloud provider is attacked in a denial of service attack (DoS)?
L L Would Cloud scale enough? Multi-cloud ? Interoperability?
Availability
{- Massive data mining to get large information on clients? }
L
Privacy
(- Who is responsible for complying with regulations?
¢ If a Cloud provider subcontracts to a third party Edge providers, will data be still secure?

Legal compliance
and transitive trust
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Take-home Message

In a Data-driven world as of Today, Data Analytics
involves more than just applying some eminent
data operations!
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